Abstract-Multimedia content distribution systems, in the first place OTT (Over-the-Top) and IPTV (Internet Protocol Television), have rapidly gained popularity with the widespread expansion of network availability. Although both types of systems employ IP networks to offer the same services, architecturally they are importantly different. There are several reasons why these systems are merging in some kind of hybrid solution, in the last few years. This paper presents an overview of GSTV -an integrated, adaptive and scalable digital multimedia content distribution system. This system is designed to overcome the deficiencies of legacy content distribution systems and to meet all important requirements and recommendations in order to be classified as a modern multimedia content distribution system. Some of the most important features of this system are: support for all IP capable devices that can display the media, support for different video resolutions/formats suitable for all supported devices, quality of service through adaptive bit-rate streaming support, advanced identity management support, and support for customization of informational and advertising messages for end users.
I. INTRODUCTION
Multimedia content distribution systems have rapidly gained popularity with the widespread expansion of network availability and the recent increase in available network speeds and accompanying technologies [1] - [4] . This expansion has, at the same time, raised the demands in terms of quality of the content distributed to the consumers [4] .
One of the most important technical principals behind today's content distribution environments is the convergence of modern networks. Convergence represents a unification of technologies employed in transporting different types of content (voice, video, etc.) over the same underlying infrastructure, thus effectively eliminating the need for networks that are purposely built for a single type of content. Such substantial reduction of costs has certainly contributed to the rapid emergence of content delivery networks in recent period.
Strictly speaking, there are two main types of multimedia content distribution systems: Over-The-Top  Manuscript received October 19, 2013; revised December 6, 2013.
(OTT) and Internet Protocol Television (IPTV) [4] - [6] . Architecturally these systems are importantly different, although they employ IP networks to offer the same services (live television, video on demand, etc.) to the end users. The main differences between these types of systems are the following. OTT services can be distributed to any connected IP enabled device (globally), while IPTV services are usually distributed only in a closed managed proprietary network to users set-top boxes or computers. Although OTT services are typically provided over an un-managed network (by a third-party, not the network operator), the usage of different adaptive techniques at the end points is resulting in the best possible service quality.
In last few years IPTV and other IP video services (like OTT) are merging in some kind of hybrid solution, where IPTV is starting to support new technologies for delivery, while complementary IP services bring Internet "anywhere" access and Web-based interactivity to IPTV [4] , [5] . Some of the most important reasons for this are the increased mobility of users and the increased demand to receive the same services on different devices. A wide variety of platforms, especially mobile platforms, with significantly different device dimensions and hardware capabilities are all factors that must not be overlooked when dealing with multimedia content distribution systems. Therefore, any system for multimedia content distribution must be designed to accommodate any of the client platform specifics, while still providing a satisfactory quality of service expected of such systems.
This paper presents an overview of an integrated, adaptive and scalable digital multimedia content distribution system named GSTV (Global Streaming TeleVision). Section II discusses some of the most important properties of a modern multimedia content distribution system. On the basis of these properties the objectives for the system reported in this paper, GSTV, are created and presented in Section III. The main components and features of the GSTV system, including transcoder, streaming server, video container formats, session controller, web application, web and mobile clients, database, billing and messaging system are described in Section IV.
The most important difference is their adaptation to twoway communication in order to enable interactive content and session control. Furthermore, the fact that modern video transport protocols use the same communication channels used for standard communication over the Internet (e.g. general purpose application layer protocols, such as HTTP, SMTP, etc.) enables them to use many of the control techniques employed with other standard protocols, thus reducing the cost of distribution system implementation. Modern multimedia streaming systems receive the original video content from a headend device that is usually found in classic CATV systems [8] . This headend device is not part of the multimedia streaming systems itself, but provides the basic source of video content that is distributed to clients after necessary processing.
Modern multimedia content distribution systems are determined by several important properties. Some of the most important are: services which they deliver to users, types of supported devices, accessibility, mobility of users and user experience.
Modern multimedia content distribution systems deliver live television, video on demand, personal video, as well as other services to different types of devices by using IP [2] . These services are not delivered only over dedicated access networks. Instead, they are delivered over any combination of cable, DSL (Digital Subscriber Line), FTTH (Fiber to the Home) or mobile access, regardless of the physical location of end users [4] .
The TV set is no longer the dominant device for delivery of multimedia content. PC's, smart mobile phones, tablets and similar smart devices are all becoming increasingly important [9] .
Next, the multimedia content should be accessible worldwide, from any location that has Internet connectivity. This implies that modern multimedia content distribution systems should have advanced security capabilities, including support for digital rights management (DRM) and protection of customer privacy, as well as advanced Quality of Service (QoS) capabilities [4] .
User experience is also very important in modern multimedia content distribution systems. As content can be personalized, viewing experience no longer conforms to pre-defined broadcast schedules or channels. This personalization requires powerful and interactive graphical user interfaces, as well as adequate information models to capture and manage user preferences [4] .
All these facts imply that encoding of multimedia, as well as transport formats must be network agnostic and adaptable to different devices and different access networks capabilities and bandwidth. Also, applications running on these devices and their graphical user interfaces should be interactive and should allow users to customize all important features, like display formats and video quality.
III. GSTV OBJECTIVES
In order to make scalable and secure hybrid multimedia content distribution system we created the list of objectives. This list is based on requirements and recommendations for similar systems [4] , [10] . The most important objectives for GSTV multimedia content distribution system are as follows:
 IV. GSTV MULTIMEDIA CONTENT DISTRIBUTION SYSTEM Figure 1 . Architecture of GSTV multimedia content distribution system.
A. Transcoder
The first major component of the GSTV system is the part of the system responsible for the conversion of MPEG-2 [11] streams received from the headend into a format more suitable for network transport, called MPEG-4. MPEG-4 [12] is a predictive lossy encoding standard that is capable of providing high-resolution video output, while at the same time preserving the low bandwidth consumption. The process of encoding (or transcoding) is performed in real time by a modular component called transcoder ( Fig. 1) , which can be implemented in one of two ways:  Software transcoder operates as a software process that produces MPEG-4 output from a MPEG-2 input feed. The main advantage of using a software transcoder is its inherent flexibility and expandability. On the other hand, a software transcoder puts a significant performance strain on the server running the process, which can limit the number of streams that can be concurrently processed. The system presented in this paper uses a software-based transcoder, developed on top of FFMpeg library, which is used in a variety of signal processing solutions [13] , [14] ,  Hardware transcoder operates as a dedicated hardware device that accepts MPEG-2 streams and converts them to MPEG-4. Hardware implementation is more robust and brings a performance improvement and added stability, but at a significantly higher cost and complexity. The system is designed to enable a seamless transition between different types of transcoders, regardless of their types and features. MPEG-4 video content is enclosed in a container format that is suitable for transport and delivery to the end users. Most legacy IPTV systems use UDP transport layer protocol coupled with multicast streaming in order to deliver the content to the customers [15] - [18] . These protocols provide a one way distribution path, with only one sender and multiple receivers. As a positive aspect, the utilization of network resources is optimal, the system scales effortlessly to a great number of simultaneous users and sessions, and the overhead of different PDUs is reduced to a minimum, thus minimizing delay. However, this approach requires multicast routing enabled throughout the Internet in order to be able to reach any user connected to their respective networks. Although the IP multicast maximizes utilization of the network resources, deployment by network operators across the Internet has been slow [19] - [21] . It further makes any form of session control virtually impossible, as the source of the transmission is never aware of the number or the identity of its clients. Another important difference is witnessed in the inability of playback control in cases where content is not streamed in real-time, but instead users are allowed to choose the segment of the content they wish to reproduce (Video-on-Demand service). Multicast sources provide the same content to all of their users, who can only opt whether they want to leave the playback session or continue receiving the content at the same rate as all the other users.
Most OTT streaming platforms choose TCP (or a TCPbased protocol) as the transport layer protocol in order to provide a foundation for session control procedures and an added layer of interactivity between the sender and each of the receivers [22] . The slightly bigger TCP segment header results in a bigger total overhead for the entire stream, and a possible increase in delay between the video provided by the headend and the video received by the clients. The security benefits of such an approach are reflected in the ability of the system to identify each of the users connected to the system, regardless of their client network environment and configuration.
B. Streaming Server and Video Container Formats
The video provided by the transcoder is encapsulated into an appropriate container format by a component called a streamer, or streaming server (Fig. 1) . The streamer imposes an insignificant processing strain on the server, as no CPU-heavy processing is performed at this point. Usually, the streamer is the first component that interacts with the end-user. As it can be seen in Fig. 1 , GSTV system streamer is not directly accessible by end users. Still, this is the segment of the system where the increase in the number of users affects the performance of the streamer. The transcoding process is performed only once for each piece of video content, but the streaming process encapsulates the transcoded content for each of the connected users separately.
Commonly used streaming servers support several video container formats:
 FLV is a popular protocol for video streaming that gained widespread popularity through usually not longer than 10 seconds. At the beginning of the session, the clients request an M3U8 playlist containing the list of chunks that make up the original stream. This playlist can be statically generated (if the streamed content has a finite duration), or dynamically updated by the streaming server in case of real-time video. Each chunk within the playlist is identified by an EXTINF entry containing the address of the chunk (absolute or relative) and its duration. HLS protocol is suitable for mobile clients, since its official implementation employs several adaptive techniques that enable the client to select the appropriate stream quality for the current connection. The selection of the streaming encapsulation protocol for any distribution system depends on several factorsmost importantly, the number of client platforms and the security features built into the protocol design. The GSTV divides the client platforms into two groups, so the selection of the streaming protocol is made according to the characteristics of the client platforms. The first group is comprised of web-based clients used on any of the desktop-oriented systems today supporting Adobe Flash. Support for Adobe Flash is widely available on any of these platforms, and implements all the security features necessary to implement server-based session control. Therefore, all web clients use FLV as their container format, with specially developed client software that is integrated into a Java-based web application (Fig. 2) . A dedicated web client enables an implementation of additional security mechanisms, as well as an adaptive bitrate switching technique that is compatible with any streaming server. It is important to note that while WebM format with HTML5 would certainly provide a lightweight platform, there is still no single video format that is supported across all major browsers used today [23] , and is therefore not supported by any of the major streaming servers. Mobile client applications include the Android and the iOS application (Fig. 3) . Both applications are designed without restrictions regarding the dimensions of the device or other hardware characteristics. The adaptive nature of the application itself enables it to even run on older devices with less processing power and memory than the newest generation devices. Applications have been thoroughly tested on both smartphones and tablet devices, with various versions of the Android and iOS operating systems. Several functions have been developed exclusively for the mobile platforms, to make the most out the mobility provided by these types of devices.
Client applications can easily be configured with alerts attached to certain entries in the TV schedule listing. It is important to note that these mobile platforms lack Flash support, since the plugin is deemed a security risk by the majority of mobile operating system manufacturers [24] . One of the container formats supported by all major platforms and operating systems is Http Live Streaming.
The system presented in this paper contains a custom adaptive bitrate selection algorithm implemented on top of the original protocol in order to retain compatibility with different streaming servers.
C. Session Controller
One of the most important components of the entire system is the session controller (Fig 1) . The session controller is a software component placed between the streaming server and its clients, with the primary purpose of controlling requests made by clients and forwarding the content from the streaming server to the clients. This component is implemented as Java-based application that works in close conjunction with the web application that processes the login and billing requests from the clients.
Each request for content is checked against a database of valid sessions populated by the web interface at login time. If a session is valid, the client is allowed access to the requested content, while the illegal sessions are automatically disconnected from the server. Sessions are maintained using a special application-layer messaging protocol, through a series of messages sent in regular intervals from the clients to the server.
The design of this messaging protocol enables the server to control all clients, regardless of their current location or network characteristics, since the control mechanism is invulnerable to any NAT (Network Address Translation) or DHCP (Dynamic Host Configuration Protocol) related issues that might present a problem in this situation.
D. Web Application
Finally, the main web application implements the majority of the business logic of the entire system. It consists of three segments:  Client web application -which implements an interface for communication with the end users, regardless of their respective platforms. Web users access the application interface directly, through the browser. This interface is responsible for client authentication and authorization. Electronic programming guide, user account settings, channels usage overview, etc., are also important functionalities of this application. Specially developed client software (described in previous section) is also integrated into this application (Fig.  2) .  Administrative web interface (Fig. 4) is used to configure and control the operation of the entire system. This part of the application is intended for use by the administrative staff, and should not be publicly available to all users of the system. Some of the options that are configurable through this interface include: channel information, content type, stream and resolution configuration, account management, pricing and billing configurations, load balancing, etc. The management portion of the administrative application provides a statistical overview of the system, giving the manager the ability to perform analysis of the operation of the system. All user sessions are aggregated to show the most frequently watched, or the number of client accounts sorted by type or client platform. All web application interfaces support internationalization, and can be easily extended to use any language for the interface,  Integration interface is a SOAP-based web service which enables the users to integrate the platform into their own CRM (Customer Relationship Management) system, without having to keep double user records or use two or more applications simultaneously for the same purpose of configuring user accounts and available channels. The use of SOAP-based communication enables the administrator to seamlessly integrate the streaming platform with the existing system, regardless of its underlying infrastructure and programming specifics. SOAP communication is not language dependent and provides a unified interface for integration,  Accompanying applications and service provide the system with added functionalities which affect the user experience. These applications include a TV schedule parser, which is able to provide accurate TV schedule listings on a daily basis for all of the included channels, and a geolocation module which provides detailed information about the geographic locations of the users accessing the system.
E. GSTV Database
In order to synchronize the data between the central interfaces and the proxy server, both parts of the system communicate through a centralized database in which all information concerning the sessions are stored. The database is the only part of the system that cannot be distributed, due to the importance of data synchronization.
The use of open-source database management system allows the use of load balancing clusters in case of high server loads, so the central database should not be viewed as a bottleneck or a single point of failure. Other segments of the system are highly scalable and distributable, enabling the system to handle high processing loads generated by a great number of users. This distribution is implemented as part of the messaging protocol, which enables the administrator to configure simple adaptive load balancing. The system transparently assigns the clients to the streaming server with the least processor load among the configured stream sources at the time of the request.
F. User Management and Billing
User account information is organized in a hierarchical manner. Top layer (also called the customer layer) contains detailed personal information about the entities. The middle (or the account) level contains the billing information and the account balance. Finally, the bottom level contains subscription information, such as login credentials, available channels, special offers etc. This hierarchy is implemented with a one-to-many cardinality, enabling a single account to contain an unlimited number of subscriptions, while, at the same time, each subscription is attached to exactly one account. During the authorization stage, a user is allowed to establish a session only if his account information is valid and the requested channel is available at the time of the request. Messages that are exchanged periodically as part of the session maintenance process also allow the system to dynamically calculate the cost for the elapsed time since the beginning of the session and, if necessary, terminate playback for all subscriptions whose account balance is insufficient for the price of the current channel. The billing subsystem supports the use of custom modifications that affect the price for a single subscription or channel, according to the specific needs of the company that deployed the platform.
G. GSTV Messaging System
The basic functionality behind the messaging protocol described previously has also been extended to include several non-critical functionalities. Among these functionalities is the ability to send various status or advertisement messages to selected clients. The receivers can be selected based on current viewing channel, type of the client, an administratively created customer group, or by any other arbitrary criteria. This feature is very useful for notifying users about upcoming promotions, system maintenance outages or targeted marketing. The notifications can be scheduled for repeated sending, starting with any time period, with no administrator intervention required.
Messages exchanged within the messaging protocols use an authentication mechanism that enables the communicating parties to assert the identity of the other participant. This is done using a hashing mechanism, while at the same avoiding the use of pre-shared keys on client side of the system. The constraints on the strength of encryption algorithms that can be used on the mobile platforms are imposed by the export regulations for countries in which the application store servers are hosted [25] . These regulations were the primary reason the GSTV system uses a combination of account data and current session information to identify the requests sent towards the streaming server, instead of using the information embedded into the client device itself.
H. Implementation
All web interfaces, including the integration web service are implemented as Java web applications using JavaServer Faces and AXIS libraries, respectively. The system itself is based on open-source software, namely Apache Tomcat Application Server, MySQL DBMS (Database Management System) and Linux operating system, CentOS distribution. Mobile applications are developed as native applications, in order to maintain a high level of security and to enable efficient execution. Android and iOS mobile client applications have the same functionalities in order to create a unified user experience, regardless of the platform.
V. CONCLUSION
Although legacy multimedia distribution systems, like IPTV, are still largely used, they have several important deficiencies. They have very expensive closed architecture and their coverage is geographically limited. On the other hand, converged networks have led to a rapid emergence of a new type of multimedia distribution systems, like OTT and hybrid systems. These systems do not need any special provisioning and they exist on very simple principles. The lack of control over the network has been overcome by using adaptive bit-rate streaming techniques. The use of these techniques has created a distribution method which is highly effective. The most important market advantage of these systems over the legacy IPTV systems is that anyone who holds the rights to content can distribute it globally, not only in a closed network.
This paper presented an integrated, adaptive and scalable digital multimedia content distribution system, named GSTV. This system has all necessary properties to be classified as a modern multimedia content distribution system. Additionally, this system satisfies all important requirements and recommendations for similar systems [4] . 
